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Early October showed attackers moving quickly against trusted infrastructure. Exploited flaws hit firewalls, email gateways,
VPNs, backup servers and enterprise apps, while espionage groups paired tailored phishing with stealthy RATs, Al-assisted tools
and memory-resident implants. Ransomware stayed fluid as nOn and NightSpire surged beside established crews. The priority
is clear: patch exposed systems fast, restrict admin access, rotate credentials and hunt for persistence after remediation.
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TRENDING &
ACTIVELY EXPLOITED
VULNERABILITIES

CVE Vendor Product
CVE-2026-0322 ' al0Alto PAN-OS
Networks

CVE-2026-102489 Zammad GmbH Zammad

CVE-2026-102490 Zammad GmbH Zammad

CVE-2026-104286 Fortinet FortiMail
CVE-2026-104935 |vanti Connect Secure
CVE-2026-105134 Ahsay AhsayCBS
CVE-2026-21589  Atlassian Multiple Products
CVE-2026-76519  Cisco Ziiifa';:ma"
CVE-2026-88779 Citrix NetScaler
CVE-2026-96951  Microsoft Windows

October's exploited flaws span PAN-OS, Zammad,
FortiMail, lvanti Connect Secure, AhsayCBS,
Atlassian products, Cisco Secure Email Gateway,
Citrix NetScaler and Windows. The main concerniis
internet-facing infrastructure: several bugs enable
unauthenticated file access or writes, command
execution, root compromise, session hijacking or
disruption. AhsayCBS attacks planted web shells
and miners after earlier fixes were incomplete.
Patch every listed CVE now, limit management
access, verify fixed builds, rotate exposed credentials,
and hunt for persistence or prior compromise.

TRENDING MALWARE

ASHVEIN PEERSTITCH

ASHVEIN is a Windows RAT and PEERSTITCH is a memory-resident
infostealer that enables credential FortiGate implant that hides inside
theft, surveillance, data collection, legitimate daemons, enabling

and remote control in targeted stealthy traffic interception and
espionage operations. unauthorized VPN access.

ClingSTUN PoelLLM

ClingSTUN compromises PoelL LM exploits vulnerable
unpatched Linux and loT devices, internet-facing services, mines
then turns them into persistent cryptocurrency, and expands its
proxy nodes using public STUN botnet while deriving command
services to support covert infrastructure from words hidden
connectivity. in an online poem.

Hirudo SysGoRAT

Hirudo is an Android banking SysGoRAT is a cross-platform

trojan that replaces legitimate Go-based RAT that provides

banking apps with patched copies durable remote access, command

to bypass security checks and execution, interactive shells, and

facilitate account takeover. proxying in espionage-focused
intrusions.

TRENDING ADVERSARIES

TA419
UAC-0099

UAT-6275
UNC5820

Armory Castle
CL-UNK-121

Trending threat actors point to an espionage-heavy cycle built
around trusted access: Armory Castle and UNC5820 exploit
edge-management products, while TA419, UAC-0099 and
UAT-6275 use tailored lures, credential theft and custom
remote-access tools. CL-UNK-1211 adds Al-generated payloads,
web shells and Linux targeting. UNC5820 is the most concerning
because one FortiManager breach exposed data for more than
500 firewalls and enabled a stealthy in-memory implant. Defenders
should patch edge systems quickly, protect admin credentials,
monitor trusted processes and hunt beyond disk-based indicators.
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